
 
 
International Journal of Data mining Management Systems (IJDMS) Vol.1, No.5, March 2022. 

 

1 March 4, 2022 

Towards Automatic Rumor Detection 
in Arabic Tweets 
Rehab Alghamdi, Omer Alrwais 

 

Information Systems departments,  
College of Computer and Information Sciences  

King Saud University, Riyadh, Saudi Arabia  

 

Abstract  

Social networks in their various forms (text, pictures, video and geographic locations) have 
accumulated a large user base. Social networks have become an important media instrument. Twitter 
‘a text based social media platform’ has become a source of information and breaking news. However, 
this speed of dissemination of information comes at a price of abundance of rumors when the correct 
mechanisms are utilized (e.x. hash tags and mentions). This problem can be tackled by automatic 
rumor detection. In this paper, rumor detection on Saudi tweets has been addressed by exploring and 
analyzing the significances of three categories of rumor features which are user, account and content 
based. These features were supplied to classifiers (decision tree, support vector machine, naive bayes, 
random forest and logistic regression) to build a model that can detect rumors. The proposed model 
was able to detect rumors with a precision of 99% and a recall of 82% when random forest was used 
as the classifier.  
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1.Introduction 

Social media sites are platforms that are used for exchanging, sharing information 
and facilitating the communication between users and friends around the globe. They 
have large volume of data which make them sources of news about real world events 
[1]. Nowadays social media are used to keep up their users with recent news. There 
was a study that was done by the American Press Institute in 2015 which showed that 
77% of users use social media daily to discover the latest news [2]. The speed at 
which news spreads over social media is faster than any other media outlet which 
makes verification or negation of it very challenging at the government, organization 
or even at the personal level. On the other hand journalists and news organizations 
are looking for new and breaking news generated by original eyewitnesses in their 
local language to enrich their news content cycle. They have limited staff, time and 
regional knowledge to check the reliability of obscure news or reports. Thus it is not 
surprising that their news cycle contains rumors generated mostly through social 
media. It can be seen lately that the term ‘fake news’ has been used a lot especially 
at the political stage due to many false reports and stories.  
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Twitter is a micro-blogging platform that has many users distributed around the 
world. Ease of use and speed to read, write, share and re-tweet information makes 
Twitter valuable and preferable than other platforms to keep track of political, sports, 
entertainment or local news. Twitter has a bound relationship that enables users to 
circulate information rapidly and keeps them updated and informed about the latest 
events.  

Figure 1: Number of Active Users [3]                                 

Figure 2:Number of Tweets[3] 

The Arab spring is a popular political term that emerged in 2011, specifically at that 
time Arabic people used Twitter more for encouraging citizens to organize protests 
and read news about what happened and the impact of those protests. Figure 1 
illustrates the number of active users in the Arab region while Figure 2 illustrates the 
total number of tweets from 1 January to 30 March in [3]. 

  Although Twitter and Facebook helped in igniting protests, it affected societies 
through the rapid propagation of rumours. Modern ways of information exchange 
that Twitter provides has the potential of feeding society with fake and unreliable 
information that could be referred to as rumours. 

A rumour can be defined as false information that spreads among the society 
members without knowing its source [4]. There are many different rumour 
definitions which are "Pieces of information that are unverified at the time of posting" 
[5], "False information spread in a community "[6],"Disinformation that deliberately 
intended to deceive and can have irreparable consequences"[7] and "Spams that make 
up untruthful social events and they are harmful to society and harmony in 
potential"[8].  

Rumours can be wish, fear, dread or hostility based on the situation in which they are 
generated. Rumours are intentionally planned or produced to gain political 
competitive, strategic, or military advantage. Rumour tweets can be generated in 
certain situations such as in earth quick, explosion, terrorism cases, life and death, 
political and social events. Also, it can occur in an election, or a stock market which 
will affect the final result. There are many reasons to pass rumours to people one of 
them is to enhance the user's social status in a group, or a community which makes 
him feel better and increase his self-confidence and some people consider that as a 
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kind of motivation. Rumour tweets propagate rapidly due to multiple causes which 
are the absence or the late response of credible sources that deny or confirm the tweet, 
gaining more benefits like increasing the number of followers which leads later to 
using that account in making promotions, and the absence of the awareness of the 
impact of a rumour tweet.  

There is an academic study that was published by Naif Arab University for Security 
Science that stated six factors which made Twitter a source of the rumours which are 
the frequent use of twitter, incorrect information propagates quickly, the ability to 
access and read information easily, lack of controlling misinformation and its 
propagation and the difficulty to identify the source or origin of rumours [9]. 
According to a study conducted at King Abdulaziz City for Science and Technology, 
the researchers found that 82.9% of Saudi society thought that rumors affected public 
opinion and caused problems [10]. 

 Rumours have negative impacts on individuals, organizations and societies. 
Rumours spread hate, fear, and doubts between society members. It can be used to 
measure and analyze the reaction of citizens towards specific news, and it helps 
enemies to know some information about the behaviour of a society and the society’s 
opinion about a political or religious case, which can be used later to create political 
disorder. 

   Rumor detection techniques in Twitter is done either by finding the similarity 
between the tweet content and verified or credible news sources [11] or analyzing the 
characteristics of the tweet content and the users' accounts features that propagate the 
rumour tweets. The main focus of this paper is using three categories which are 
content-based, user-based and account-based to find out how much these features 
would help to detect rumours. This paper focuses on Saudi users and their content 
that was produced in Arabic Language.  

1.Related Work  

 Misinformation is incorrect or false information that is spread intentionally or 
unintentionally. It includes rumours, spam, fake and other malicious content. For 
information seekers, misinformation on twitter represents a problem in finding 
accurate information. Today as a result of rapid development of technology and the 
emerging of social media rumours, a new stream of rumour detection studies have 
emerged. Early research focused on different objectives. Some of them have 
specified the factors of rumour diffusion, others focused on the rumour propagation 
and their impact [12]. The work on rumour detection can be classified based on the 
features used for detection into users' features, word frequency, users and content 
features and using similarity techniques to detect rumors. 

 2.1 Users features and word frequency 

 The study by Qazvinian used some user features that were extracted from users 
attributes such as (user name, the account creation date, the number of followers, the 
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number of friends, etc) [12]. In addition to that, they used the content of the tweet 
after doing some pre-processing on it which included removing URLs, hashtags and 
the @ mention symbol from the tweets. Then, they started counting the word 
frequency for each word in a tweet. For model testing, they applied K-nearest 
neighbour algorithm and Naïve Bayes classifier. Finally, the prediction accuracy of 
study after testing the model was 73.8%. 

2.2 Users and content features 

Zamani and Moazzami proposed a method to detect rumors in Iranian tweets using 
user features and tweet content [6]. The detection method used an algorithm that 
shows the relation between users who were infected by rumors through either 
tweeting, re-tweeting or replying the rumors' tweets and the users that post non-rumor 
tweets in a graph approach. They collected approximately 783 rumour tweets in 
Persian language. Then, extracted user features, which were (location, total number 
of tweets, profile header, profile photo, if the account is protected or not, etc.) and 
used tweet content. These features are assigned to binary values, real numbers and 
integers. The classifier was tested by combining equal number of non-rumour and 
rumour tweets that were extracted from Gomaneh.com and Shayeatt.ir datasets. They 
used decision tree, Naïve algorithm, SMO with WEKA platform to train the proposed 
model [6]. By applying the previous machine learning methods on both categories 
user and tweet content the study reported 80% in terms of recall [6]. 

2.3 Using Similarity Techniques to Detect Rumors. 

Jin et al. studied and analyzed rumour tweets of Hillary Clinton and Donald Trump 
followers during the 2016 US presidential elections [13]. The researchers collected 
the tweets from the two candidates' followers using twitter API. They collected 8 
million tweets. Then, they compared the tweets with rumour articles that were 
collected from Snopes.com to find the similarity between them. Finally, the rumor 
detection model was applied over the dataset for both presidential candidates and it 
achieved 94.7% in terms of precision [13].Each study used different features then 
applied a specific technique to detect and classify rumours like using some persons 
to judge the content of tweet, Naïve Bayes, KNN, SVM, TFIDF, and increased 
performance of a specific classifier by adding new features. Most research combined 
multiple features from different categories (user, content, account) to enhance the 
performance of the detection classifier. Some features help in detecting rumour 
tweets in a quick and efficient way likes URL, multimedia, inappropriate words, 
including unique words and hashtags and others like the user's location and user 
account may make some additional work to detect rumors especially if the user's 
location is not specified or the account is faked [16]. Table 1 includes a summary of 
the most common features that were used in rumour detection studies. As the issue 
of social media rumours for Arabic Language is the focus of this work, the approach 
used for other languages were studied and used for building the study's model.  
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Table1: Rumours Detection Features 

 

 

Methodology  

In this study, there were a number of essential steps required to conduct the required 
work. Firstly, we collected about 4000 tweets from trending hashtags in Saudi Arabia 
in different domains (political, social, sports, technology, and  

economic). Secondly, the tweets were pre-processed before performing 
classification. Thirdly, tweet features were execrated to help the model to classify 
tweets correctly. Fourthly, different supervised machines learning algorithms were 
used to perform the classification. Finally, the model was tested and its performance 
was evaluated.  

Figure 3 below illustrates the framework of the proposed rumour detection method. 

 

 

 

 

Category Features 

Tweet 
Content 

capital letters ratio, word count, number of hashtags, numbers of 
URL, multimedia (pictures, videos), containing @ references to 
specific account, containing negative or positive express emotion, 
number of stop words, including unique words, including 
inappropriate words, containing special symbols like $, number of 
characters, number of re-tweets and likes favourite, tweet is a reply 
or post or re-tweet. 

Account Number of followers, number of friends, number of posted tweets, 
bio user's description, avatar type (profile photo), location, 
account protection, likes number, popularity of account, list count. 

User Program used to post tweet, user's gender, and birthday. 
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Figure 3:Proposed Rumor Detection 
 

 
 
 
 
 

 
 
 
 

Table2: Some hashtags used to construct the dataset 
 

 3.1 Dataset 

A dataset of around 4000 tweets was collected using Twitter streaming API to collect 
data in real-time from January 1 until March 1, 2018. Sets of keywords like (city 
name, person name, event name) were used to retrieve tweets and daily hashtags 
pertaining to each incident were used to collect recent tweets. The keywords and 
hashtags were chosen based on recent and breaking news that happened at that 
period. Table 2 includes some hashtags that we used to collect tweets from them. 
Randomly we chose 1000 tweets to manually analyze their contents in order to 
identify the features that distinguish rumor tweets from other tweets. 
 
3.1.1 Data Labeling 
 
 The annotation (labeling) process was started after tweet collection by two 
independent individuals for each tweet. They were asked to mark each tweet as a 
rumour or not. They relied on their experience of the context (domain of Saudi Arabia 
and Arabic language), searching newspapers, news agenesis and search engines to 
come up with the decision.   

  After the annotators completed their annotations, two techniques were used to 
measure the agreement degree among them. One of them is using this formula: 

Agree (K) =( Pr(a)- Pr(e)) / 1- Pr(e) 

  where Pr(a) is relative agreement and Pr(e) is probability agreement chance. In 
this study, the value of k was 0.9 which indicates a high level of agreement between 
the annotators.  

 

Hashtag 

 #صوت_انفجار_بالرياض

 #اوامر_ملكيه

 #حساب_المواطن
 #السعودية

 #إعفاء_وزير_التعليم
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1.2 Data Pre-processing 

After collecting and saving tweets into an excel file, the pre-processing step started 
by removing duplicate tweets from the dataset, deleting some columns that weren’t 
needed (such as: tweet id, user id, profile image) and converting some values to 
Boolean. After the pre-processing step was completed, there were around 2300 
tweets that remained in the dataset.  

3.3 Features Extraction 

 The features were chosen based on some previous studies on detecting rumour 
tweets and empirical analysis that was performed on a sample set of Saudi rumours 
that were collected separately from trending hashtags. The following attributes were 
discovered to be critical to identifying rumours during the initial analysis that was 
done on a separate sample of rumour tweets. 

Table3: Features Description 
 

Then we performed some calculations to compute the values of customized attributes 
such as: Number of Statues/account age, Number of followers/number of friends, 
Number of favorites/number of statues, Time Span= the tweet creation date – the 
account creation date and Engagement Score= number of statues/Time span. 

 

Category Feature Name Description 

 User 
Based 

user name A name of the user that was written in account profile either personal name or 
organization name. 

 

 

 

Account  

Based 

 

 

 

 

 

account 
verification 

Checking if account is authentic or not 

account 
protection 

Checking if Twitter account private which means only the current followers will 
be able to see the tweets. 

account age The time passed since the user created the account 

account 
description 

Some information was written in account's bio 

Location Indicating the location of the user that was entered in his/her profile.  

number of 
followers 

Number of people who are following the account. 

numbers of 
friends 

Number of people who the user is following them. 
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3.4 Supervised Learning Approach 

Five machine learning algorithms namely Support vector machine, Naïve Bayes, 
Decision tree, Random forest and logistic regression were used on extracted features 
to predict each tweet whether it is a rumor or not-rumor. The Support Vector Machine 
is used in many researches on classification problems and showed the ability to give 
good results in classification. Naïve Bayes is a probabilistic classifier that 
apply Bayes' theorem, which is based on the independence assumptions between 
features. It is used to compute the occurrence for each class and then the class that 
has a higher probability will be labelled as result of the prediction. Decision Tree 
Classifier is used to conduct the main attributes that help in predicting the class label 
for the tweet. Logistic Regression was used to deal with the dependent variables and 
describes the relationship between them. The last one is Random forest which was 
used to get accurate and stable predictions by building multiple decision trees and 
merging them together to predict the class that the data should belong to. 

 

 

 

 

number of 
statuses 

Number of tweets that the user posted. 

favorites 
number 

Number of tweets the user liked 

number of lists Number of lists that user belongs to them. 

account name 
(screen name) 

The name that was written after @. 

 

 

 

Content 
Based 

question mark 
numbers 

Checking the content if includes (?) or not and the number of it. 

URL numbers The numbers of URL that tweet includes. 

multimedia  The number of images and videos the tweet includes. 

hashtag 
numbers  

The number of hashtags the tweet includes. 

tweet type Knowing if the tweet is replied tweet or posted tweet by user or is re-tweeted by 
the user 

number of likes The number of likes for the tweet 

engagement 
score 

The number of tweets divided by the number of days since the user account 
creation 

time span 

 

The difference between the date of tweet and the account registration date 

phone number The number of phone numbers mentioned in the tweet. 
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2. Results 

The supervised machine learning approaches tree, Naïve Bayes, SVM, Random 
forest and logistic regression and decision tree were used for training and testing the 
proposed model to verify the effectiveness of it on detecting rumors on the data set. 
All the performance measures of the experiment test are reported in Table 4. 
 

 

Table 4: Performance Measurements 

Table 5 shows the accuracy for each classifier and it shows good performance for each 
classifier in detecting rumors especially random forest.  

 

    

 

 

    

 

 

 

Classifier Method F-Measure Precisio
n 

Recall Class 

Decision Tree (J48) 0.954 0.935 0.985 Not-rumor 

0.809 0.894 0.739 Rumor 

Naïve Bayes 0.946 0.917 0.977 Not-rumor 

0.724 0.816 0.651 Rumor 

Support Vector 
Machine 

0.960 0.925 0.981 Not-rumor 

0.818 0.941 0.725 Rumor 

Random Forest 0.964 0.933 0.998 Not-rumor 

0.898 0.987 0.824 Rumor 

Logistic Regression 0.952 0.935 0.970 Not-rumor 

0.814 0.920 0.730 Rumor 

Classifier Accuracy 

Decision Tree 92.5% 

Naïve Bayed 90.5% 

Support Vector Machine 93% 

Random Forest 94% 

Logistic Regression 92% 
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Table 5: Classifiers Accuracy 

 The results of the classifier performance shown in Table 5 indicate the ability of the 
classifiers to detect rumour tweets.  The rumor detection classifier uses the user, 
account and tweet content to detect the rumors. Table 4 shows the classifier results 
using different supervised machine learning algorithms. Random forest and Support 
Vector Machine have a better performance in the terms of precision than the others. 
In terms of recall, the performance of the Random Forest is the best while the other 
classifiers are proximately near to each other. Some classifiers have lower 
performance than others in terms of the recall due to the high similarity degree 
between feature values of rumor and non-rumours. 

4.1 Association Rules 
 The association rule is a method for discovering interesting relations between 
variables in the datasets [15]. In this research association rules were computed using 
WEKA tool. Apriori Algorithm was used to generate the rules. Apripori algorithm is 
defined as an “influential algorithm for mining frequent item sets for Boolean 
association rules" [15].The following were interesting rules that showed the relation 
between tweet features. 

IF Lists=2 and Followers/Friends=1 and Favorite/Status=0 THEN Result= 

rumor 

IF Followers/Friends=1 and Favorite/Status=0 and Multimedia =1 and 

Hashtags=2 THEN Result=rumor 

IF Followers/Friends=1 and Favorite/Status=0  and Question_Mark=0 THEN 

Result= rumor  

4.2 Data Analysis 

 The analysis was performed on the features that were extracted from tweet content, 
users, and their accounts. The presence of each feature was analyzed to find some 
indicators that would help in classifying tweets. The analysis has been done on a 
subset of the data. The analysis was done on a balanced dataset that includes 292 
rumors' tweets and 292 not rumors' tweets. Some rumors' tweets were posted by the 
users that either have less than 2 followers and friends or more than 300000 for both. 
The table below shows the minimum and the maximum number of followers and 
friends for rumors accounts.  
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Table 6: Minimum and Maximum Number of Followers and Friends for Rumors Accounts  

Most rumors' tweets were liked by the users which contrary to not-rumors tweets 
that most of them were un-liked. The figure below shows that (True means tweet is 
liked and false means tweet is un-liked). 

Figure 4:Liked Tweets Chart for Rumor and Non-rumor Tweets 

 

Most rumors' tweets included more than 3 hashtags, that some of them did not 
relate to tweets' contents. Results are shown in  
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Figure 5  

 

Figure 5 :Minimum and Maximum Number of Hashtags for Rumors Accounts 

The effect of features varied, based on classification results and association rules. 
The features that have potential impact on detecting rumors are verification and 
protection account, account age, number of likes, number of followers and friends, 
and the absence of a verified phone number and the existence of question marks 
frequently in a tweet.  

This study has some merits over other studies. The merits are the tweets were 
collected from different hashtags domains to handle different kinds of tweets, more 
features were extracted from the tweets' collection to enhance the model performance 
and different types of machine learning algorithms were applied on dataset to test the 
model ability to detect rumors.  

3. Conclusion 
In this study, the problem of detecting rumours in Arabic tweets was addressed for 
the first time. A dataset of rumour and non-rumour tweets have been collected and 
labelled. Then, a set of features including user-based, content-based and account-
based have been utilized in performing rumour detection. The effect of the features 
set yielded good results in terms of precision, recall and F-measure especially for 
SVM and decision tree classifiers. The strongest features to detect rumours were 
identified and addressed. There were some difficulties that we faced during the study 
which was the lack of a unified website or open dataset for rumours in Saudi Arabia 
to check back against as a gold standard.   

 Twitter data includes various types of information that propagates during events. 
One of these types is rumor tweet, which includes false information that spreads 
rapidly during crisis and causes many problems to both individuals and societies. 
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Some of twitter users re-tweet or post a rumor tweet without knowing it is a rumor 
tweet or they want to increase the number of their followers. Some rumors spread 
hate, fears, and doubts among society members. Some people propagate the rumors 
to find out how people will react toward specific news or events. Twitter users need 
to know the validity of tweet content that they read. The proposed classifier can detect 
rumour tweets by extracting tweet features and then classify it as a rumour or not. 
The rumor detection classifier will help users of Twitter to verify rumour tweets and 
reduce the rapid propagation of them which will lead to reducing the negative impact 
that rumors will cause and secure people from receiving and reading wrongful 
information in twitter. 
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